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[H4] EgSESSDSAﬁaWU /4 s,c=dpWordEdit("", "", oplist)

758 print(s,c)

76 s,c=dpWordEdit("", "SESSDSA", oplist)

78 s,c=dpWordEdit("SESSDSA", "", oplist)

» BENTREIZEHERARG 77 print(s,c)
32 # BTIEE 4R 79 print(s,c)
53 i=3j=20

34 for i in range(l, len(original)):

35 for j in range(l, len(target)):

36 ops = [] # AJBERVIRIEFIXIRZAYS 2K

37 # copyirfE, %G

38 if original[i] == target[]j]:

359 ops.append([m[i-1, j-17[0@] + oplist
40 # deletel®fE

41 ops.append([m[i-1,j][@] + oplist["delet
42 # insertifE

43 ops.append([m[i,j-1][0@] + oplist["inser
44

45 # ER B E/) Y

46 m[i,j] = min(ops, key=lambda x:x[0])
47

48 if 1 == Q: ——

49 j = len(target) - 1

50 score = m[i,j][@]

51 while i> @ or j> @:
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70 m,c=dpMuseumThief([{'w':1,'v':24},{'w':18,'v':8},{'w':1,'v':24}],4)
71 print(m,c)
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57 maxValue = m[i, w][@]

38 while i > @:

39 if m[i, w][1] is not None: # WRRKTEY, Mt ’
40 chosenList.insert(0, m[i, w][1]) —
41 w=w-m[i, w][1]['w'] z
42 i=1-1 r
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MD58iZ%
y MDS5@yZ2FrEMessage-Digest Algorithm

y MDSHERERBEERTNE-FHETF ( Ronald Linn Rivest

) igit , F19928F2F , BUABKNMD4R %,
RFC-13214 1 T 47 &AL A9MDS - 7%

» MDSEBAARERKERER | BhEEIKE128-bitsHIFE.

» EPBERRE  EAMAN 326 | RERGEREA—
128-bitsiEil.
EEFXA, Ki, Re. BEKAE. 5oL ITmFEL,
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y https://zh.wikipedia.org/wiki/MD5
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//Note: All variables are unsigned 32 bits and wrap modulo 2732 when calculating
var int[64] r, k

//r specifies the per-round shift amounts

smdrzrnnay

Fl 8..15]: = {7, 12, 17, 22, I, 12, 17, 22, . 12, 17, 22, . 12, 17, 22}
r[16..31]: = {5, 9, 14, 26, 5, 9, 14, 20, 5, 9, 14, 20, 5, 9, 14, 20}
rl32..47]: = {4, 11, 16, 23, 4, 11, 16, 23, 4, 11, 16, 23, 4, 11, 16, 23}
Py r[48..63]: = {6, 10, 15, 21, 6, 10, 15, 21, 6, 10, 15, 21, 6, 10, 15, 21}
i) : . . :
ﬁ:i //Use binary integer part of the sines of integers as constants:
S for 1 from 0 to 63
gg k[i] := floor(abs(sin(i + 1)) x 2732)
N~
//Initialize variables:
var int hO := 0x67452301
var int hl := OxEFCDAB89
var int h2 := 0x98BADCFE
var int h3 := 0x10325476

//Pre-processing:

append "1" bit to message

append "0" bits until message length in bits = 448 (mod 512)

append bit length of message as 64-bit little-endian integer to message

bR K FHIR G = M AF F 7/ 4RK/2020
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//Process the message in successive 512-bit chunks:

for each 512-bit chunk of message

break chunk into sixteen 32-bit little-endian words w[i], © = 1 < 15

//Initialize hash value for this chunk:
var int a := hO
var int b := hl
var int c := h2
var int d := h3

//Main loop:
for 1 from 0 to 63
i

if 0 < 1 g 15 then
= (b and c) or ((not b) and d)
g:=1i
else if 16 =< 1 < 31

fi o= (d and b) or ((not d) and c)
g := (5xi1 + 1) mod 16
else if 32 < 1 < 47
f :=b xor c xor d
g := (3xiL + 5) mod 16
else if 48 < 1 < 63
f := c xor (b or (not d))
g := (7xi) mod 16

temp := d
d :=c¢
¢ :=Db
b := leftrotate((a + f + k[i] + w[g]).r[1
a := temp
Next i1
//Add this chunk's hash to result so far:
ho := hO + a
hi :=hl1 +b
h2 := h2 + ¢
h3 := h3 + d

End ForEach

//Main loop:
for 1 from 0 to 63

if 0 £ 1 £ 15 then

f := (b and c) or ((not b) and d)
g = 1
else f 16 < 1 < 31

= (d and b) or ((not d) and c)
:= (5x1 + 1) mod 16
else if 32 < 1 < 47
f := b xor ¢ xor d
g := (3xL + 5) mod 16
else if 48 < 1 = 63
f := c xor (b or (not d))
g := (7x1) mod 16

temp := d

d := ¢

c :=b

b := leftrotate((a + f + k[1] + w[g]),r[1]) + b
a := temp

Next i

var int digest := hO® append hl append h2 append h3 //(expressed as little-endian)
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1 dimport hashlib

blk_size = 2048 # S RIFEEMNFETH
m = hashlib.md5() # SIE—BIIRHTR
with open("2004-199.pdf", "rb") as f:

buf = f.read(blk_size)

if not buf:

2

3

2

5

6 while True:
7/

8

9 break
10

m.update(buf) # EF

12 print(m.hexdigest()) # ITENEFERIL16#HIXA S

>>> %Run hashtest.py
7/667d184375a8d968e9e107217f7e8ea
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Collisions for Hash Functions
MD4, MD5, HAVAL-128 and RIPEMD
Xiaoyun Wang', Dengguo Feng’, Xuejia Lai’, Hongbo Yu'

The School of Mathematics and System Science, Shandong University, Jinan250100, China'
Institute of Software, Chinese Academy of Sciences, Beijing100080, China’
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Dept. of Computer Science and Engineering, Shanghai Jiaotong University, Shanghai, China’

xywang@sdu.edu.cn'
revised on August 17, 2004

1 Collisions for MD5

(uoyid )

MDS5 is the hash function designed by Ron Rivest [9] as a strengthened version of MD4 [8]. In 1993 Bert den
Boer and Antoon Bosselaers [1] found pseudo-collision for MD5 which is made of the same message with two
different sets of initial value. H. Dobbertin[3] found a free-start collision which consists of two different 512-bit

messages with a chosen initial value [V .

IV, : Ay = 0x124AC2375, B, = 0x3B341042,C, = 0x5F62B97C ,D; = 0x4BAT63ED
Our attack can find many real collisions which are composed of two 1024-bit messages with the original

initial value IV, of MD5:

https://blog.csdn.net/SysProgram/article/details/73753354
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SHAZ % 2008 AMD CPU .

| SHAR 3T EE
WEBIMER PABIER BERRK SBABANER HEER
5 5 B KE B’ REEINE i3]
HiEMETEE (bits) (bits) (bits) (bits) | EREINEER (bits) (MiB/s)
MD5 ({Eh5#) 128 128 512 FRE 64  And, Xor, Rot, Add (mod 232), Or 335
(4 x 32)
SHA-0 160 160 512 264 1 80  And, Xor, Rot, Add (mod 232), Or b
(5 x 32)
SHA-1 160 160 512 264 _ 4 80 192
(5 x 32)
SHA-2  SHA-224 224 256 512 | 2641 64 And, Xor, Rot, Add (mod 232), 112 139
SHA-256 256 (8 x 32) Or, Shr 128
SHA-384 384 512 1024 2128 _ 4 80 And, Xor, Rot, Add (mod 254), 192 154
SHA-512 512 (8 x 64) Or, Shr 256
SHA-512/224 224 12
SHA-512/256 256 128
SHA-3  SHA3-224 224 1600 152 xR 2418l And, Xor, Rot, Not 12 £
SHA3-256 256 (5 x 5 x 64) 1088 128
SHA3-384 384 832 192
SHA3-512 512 576 256
SHAKE128  d(arbitrary) 1344 min(d/2, -
SHAKE256  d (arbitrary) 1088 128)
min(d/2,
256)
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